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The network management manual applies to the following series of products. Remarks

Commercial PoE
Switch

4+2 Series ONV-POE31064PFM；ONV31064FM；
8+2 Series ONV-POE31108PFM；ONV31108FM；
16+2 Series ONV-POE31016PFM；ONV31016FM；
24+2 Series ONV-POE31024PFM；ONV31024FM；

Industrial PoE
Switch

4+2 Series ONV-IPS31064PFM；ONV-IPS31064FM；
8+2 Series ONV-IPS31108PFM；ONV-IPS31108FM；
16+2 Series ONV-IPS31016PFM；ONV-IPS31016FM；
24+2 Series ONV-IPS31024PFM；ONV-IPS31024FM；
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Revised record

Date Version Description

May 25,2018 V1.0 First edition

1. Foreword
1.1 Target audience

This manual is applicable to installation personnel and system administrators who are responsible for installing,
configuring or maintaining the network. This manual assumes that you understand all the transmission and
management protocols used by the network.

This manual also assumes that you are familiar with the professional terminology, theoretical principles,
practical skills and specific professional knowledge of network devices, protocols and interfaces related to
networking. At the same time, you must have working experience of graphical user interface, command line
interface, simple network management protocol and Web browser.

1.2 Book convention

This manual uses the following conventions.
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GUI convention Description

 Instruction The description of the operation content,
necessary supplements and explanations.

Note
Remind cautions during operation.
Improper operation may result in data loss
or equipment damage.

2. Log in to the Web page

2.1 Log in to the Web network management client
Users can open a web browser, enter the default address of the switch:

http://192.168.2.1, and press Enter.

 Instruction：

When logging in to the switch, make sure that the PC's IP network segment is consistent with the switch network
segment. When logging in for the first time, set the IP address of the PC to 192.168.2.x (x represents 1~254,
except 1) and the subnet mask is set to 255.255.255.0. However, the PC IP cannot be the same as the switch,
that is, it cannot be 192.168.2.1 .

The login window appears at this time, as shown in the following figure. Enter the default username: admin and

password system. Click the < login > button to see the switch system information. As shown in the picture.

3 Administrator
3.1 System Information
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Users can set the name, location and contact mode of the switch.
Operation steps
1. click the "Administrrator>System Information" menu in the navigation bar to enter the "System Information"
interface. As shown in the picture.

3.2 Account/Password
The user can set the user name and password.
Operation steps
1. click the administrrator>Account/Password menu in the navigation bar to enter the Account/Password
interface. As shown in the picture.

3.3 IP Configuration
Users can modify the switch to manage IPV4 and IPV6 addresses.
Operation steps
1. click the administrrator> IP Configuration menu in the navigation bar to enter the IP Configuration interface.
As shown in the picture.
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3.4 SNMP Settings
The user can modify the switch SNMP.

3.5 NTP Settings
Users can set NTP time to calibrate the time of the switch.

3.6 Syslog Settings
Users can set up Syslog to understand the switch running diary.
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3.7 Configuration
The user can backup and import switch configuration files.

3.8 Load Factory Default
The user can restore the factory setting.
Operation steps
1. click on the navigation bar "Administrrator> Load Factory Default" menu, and enter "Load Factory Default"
interface. As shown in the picture.

3.9 Firmware Update
The user can upgrade the firmware of the switch.
Operation steps
1. click the Administrrator> Firmware Update menu in the navigation bar to enter the Firmware Update interface.
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As shown in the picture.

3.10 Reboot Device
Users can restart the switch and save the switch configuration.
Operating interface

4 POE Configuration
4.1 PoE Settings
The user can set the poe switch, AF/AT mode, set the maximum and minimum power supported by the port.

4.2 PoE AutoCheck
When the terminal is offline, it can detect the dropped terminal through POE detection.
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4.3 PoE Power Delay
It can set POE delay

4.4PoE Schedule
The user can set PoE scheduling, and periodically power on and off the terminal.
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4.5 PoE Event
The user can view the POE events found by the port
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5 Basic Configuration
5.1 Port Link State
The user can view and configure the state of the port

5.2 Port Mirror Function
The user can view and configure the port image.
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5.3 Broadcast Storm Protection
The user can set the storm to suppress the port.

5.4 Bandwidth Control
The user can set the speed limit of the port.
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6 VLAN Configuration

6.1VLAN Mode

6.2 VLAN Group-based Entry config
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6.3 VLAN Tag-based Entry config

6.4 VLAN port config

6.5Protocol VLAN config
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6.6QinQ Port Config

6.7QinQ Index Config

7 QoS Configuration

7.1QoS Group Member
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7.2 QoS Mode Set

7.3 QoS Out Queue Aging
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7.4 QoS Remap

7.5 Class of Service
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7.6 802.1p Base

7.7DSCP Base
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7.8TCP/UDP Port Base

8 ACL Configuration



Switch Web Management User Manual V1.0

21 Switch Web Management User Manual

8.1ACL Profile List

8.2 ACL Ctag Settings

8.3 ACL Stag Settings
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8.4 ACL VLAN Settings

8.5 ACL Bandwidth Settings
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8.6 ACL DSCP Settings

9 Security

9.1Port-MAC-IP Port Setting
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9.2 Port-MAC-IP Table

9.3 DHCP Snooping Table

9.4 MAC Binding Table
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10 Advanced Features
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10.1 Spanning Tree Protocol

10.1.1 STP Global Settings

10.1.2 STP Port Settings
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10.1.3 MST Configuration Identification

10.1.4 STP Instance Settings
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10.1.5 MSTP Port Information

10.2 Trunk & Link Aggregation

10.3 IGMP Snooping

10.3.1 IGMP Snooping Settings
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10.3.2 IGMP Snooping Router Ports Settings

10.3.3 IGMP Snooping Groups

10.3.4 IGMP Snooping Ports
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10.4 MLD Snooping

10.4.1 MLD Snooping Settings

10.4.2 MLD Snooping Router Ports Settings

10.4.3 MLD Snooping Groups
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10.4.4 MLD Snooping Ports

10.4 DHCP RelayAgent
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10.5 Loop Detect
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10.6 GVRP

10.7 Neighbor MACID Settings

10.8 Neighbor MACID Settings
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10.9 Voice VLAN

10.9.1 Voice VLAN State

10.9.2 Voice VLAN Port Setting

10.9.3 OUI List
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10.9 LLDP

10.9.1 LLDP Global Setting

10.9.2 LLDP Port Setting

11 Monitoring

11.1 Mib Counter
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11.2 Scan MACID Lookup Table

11.3 LLDP Remote MIB

11.4 Syslog
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11.5 CPU Resource Utilization
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