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Introduction

Readership

The manual is applicable to installers and system administrators who is responsible for
installing, configuring, or maintaining the network, and assumes that the users understand
all network usage of transmission and management protocols.

The manual also assumes that the users are familiar with related to networking equipment,
protocols and interfaces, theoretical principles, practical skills, and specific expertise.
Meanwhile the users must also have work experience of operating graphical user
interfaces, command line interfaces, simple network management protocols and Web
browser.




Case 1 Achieved communication between different VLAN through

switch

It needs to Configure L3 routing function to achieve communication between different
network segments.

1. Topology:
Switch
<5 &L X -5 <5
PC1 ~ PC2 “PC3 ~ PC4 - PC5

VLAN1: 192.168.1.10 VLAN2: 192.168.2. 10 VLAN3: 192.168.3.10 VLAN4: 192.168.4. 10 VLAN5: 192.168.5. 10
mask: 255.255. 255.0 mask: 255. 255. 255. 0 mask: 255.255.255.0 mask: 255.255. 255.0 mask: 255.255.255.0
Gateway: 192.168.1.1 Gateway: 192.168.2.1 Gateway: 192.168.3.1 Gateway: 192.168.4.1 Gateway: 192. 168.5. 1

2. Configuration step for switch
A. Create VLAN1-5 and set them to vlan1-5 respectively.

Click “Advanced Configure - VLANSs”, then input the value and click “save”, as below:

»information & Status %
i Global VLAN Configuration

Port Configure Allowed Access VLANs 116
»Ports Ethertype for Custom S-ports | 3242

Aggregation

« Mirroring Port VLAN Configuration

= Green Ethernet Port Ingress Ingress Egress. Allowed Forbidden
PPROE o5 ‘ LS ‘ vian | PertType | Filtering | Acceptance | Tagging VLANs VLANs
~Advanced Configure o = & s oy ¥

x MAC Table —

VLANS 1 Access ¥ L x

¥Port Isolation 2 [Access v || o he

»Spanning Tree 3 Access ¥ v v

HIGMP Snooping 4 [Access v | L i

«LLDP 5 |Access ¥ / d
» Security Configure 6 [Access v v v
» QoS Configure g T ‘
»Diagnostics 8 [Access v 7 v

FMaintenance
9 |Access ¥

10 |Access ¥
1 [Access v| |
12 [Access v |
13 |Access ¥
14 [Access v |
15 |Access ¥
16 |Access ¥
17 |Access ¥
18 |Access ¥
19 [Access v |
20 [Access 7| |
21 |Access ¥
22 |Access ¥
23 |Access ¥
24 |Access ¥

B. Set the switch to router mode, and set the IP, VLAN1:192.168.1.1, VLAN2: 192.168.2.1,
VLAN3: 192.168.3.1, VLAN4: 192.168.4.1, VLAN5: 192.168.5.1.

Click “Network Admin - IP”, then input value and click “save”, as below:
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pinformation & Status

IP Configuration

Mode ‘ Router ¥
-_I‘;ITF‘ DNS Server 0 | | No DNS server v
= Timezone
ENIP DNS Server 1 | | Nc DNS server M
- SysLog DNS Server 2 | | No DNS server v
~Port Configure DNS Server 3 | | No DNS server d
= Ports DNS Proxy
2 regation
e IP Interfaces
= Mirroring
= Green Ethernet [ DHCPv4 1IPvd
»PoE bHGE] | Enable Fallback [ Current Lease Address | Mask Length
~Advanced Configure 1 0 192.168.1.1 24
pLC Delete 2 0 192.168.2.1 2
gt Delete |
¥ Pt okibon  Delete 3 0 192.168.3.1 24
»Spanning Tree | Delete | 4 0 192.168.4.1 24
PIGMP Snooping Delete 5 0 Ezaaa | 24
=LLDP —
» Security Configure | Add Interface |
»QoS Configure
»Diagnostics IP Routes
Maintenance Delete | Network | Mask Length Next Hop VLAN
| Add Route |

| Save | Reset |

3. Configure IP, mask and gateway of PC1, same setting way for PC2 - PC5.
Click “ local connection - properties - TCO/IPV4 - properties - confirm”

&6

Internet YRR 4 (TCP/IPvE) BiE 2

PR SRE R o T

) BEhE#iS IP it 0)
@ {ERATmEA IP Mt

IF Mk 1d: 192 168 . 1 . 10
FhodfRERs () : FE5 . F55 .FS5 . O
BhiARdE (D 192 168 . 1 . 1

Bz I8 ARSSHL (B
© #FRA T @AY 0¥ RSt ()
Ei& DN fAR%EE (P

&R IS B
CBHASIERS 1)

| GRE || EE |

4. Testing the communication result between PC1-PC5.



Case 2 Configuration of Static Router

It needs to Configure static router or default router function of the switch to achieve
communication between different network segments.
1. Topology:

SwitchA SwitchB

H'I'H['H-I-]H-}H VLAN3: 192.168. 3. 1

. mask: 255. 255. 255. 0 VLANS: 192. 168.3.2 .
mask: 255. 255. 255. 0
<
<5 S
PC1

PC2
VLAN2: 192.168.2.10
mask: 256b. 255. 2565. 0
Gateway: 192.168.2.1

VLANIL: 192.168.1. 10
mask: 255. 2565. 255. 0
Gateway: 192.168.1.1

2. Configuration step of switch
A. Create VLAN1, VLAN3, PORT 1, PORT 3 in switch A and set them to VLAN 1 VLAN 3
respectively.

Click “Advanced Configure - VLANSs”, then input the value and click “save”, as below:

M ; !
R Global VLAN Configuration
PNetwork Admin |
YPort Configure Allowed Access VLANS =
YPoE Ethertype for Custom S-ports | 5843
R sttt antioe Port VLAN Configuration
= MAC Table
-VLANs B :
ort Ingress Ingress Egress Allowed Forbidden
Port | Mode Port Ty i " 2
»Port solation VLAN YP€ | Filtering Accep Tagging VLANs VLANs
= Loop Protection =l < - 1 - | <& - O hd 8
¥Spanning Tree 1 decess v [—F—0-Port Tagged and Untagged Untag Port VLAN
ENE 2 Acoess v 1 [c-Part Tagesd and ltagzed = | Untag Port VLAN
=ERPS
MGMP Snooging 3 hecess v| [ al|c-Port Tagzed and Untagged ~ | Untag Poxt VLAN
=LLDP 4 dccess w 1 |C-Poxt Tagged and Untagged Untag Port VLAN
»Security Configure 5 hooess 1 [cPort Taggsd and lntagzed | Untag Port VLAN
p . 6 Access v 1 [c-Part Tagged and Intagzed = | Untag Port VLAT
i 7 hocess v 1 [cPort Tageed and Untagged ~ | Untag Port VLAN
iagnostics
g 8 ooess - 1 [cPort Tagead and lntagzed - | Untag Fort VLAN
e
Salienace 9 | dccess - 1 [c-Port Tagged and Untagged +| Untag Port WLAN
decess = 1 [cPort Tageed and Untagged ~ | Untag Port VLAN

10
B. Create VLAN2, VLAN3, PORT 2, PORT 3 in switch B and set them to VLAN 2 VLAN 3
respectively.



Mnformation & Status Global VLAN Configuration
PNetwork Admin

—
PPort Configure ‘ Allowed Access VLANS 1-3
‘ Ethertype for Custom S-ports | 2845

*PoE.
Zadrancer Boniuie Port VLAN Configuration
=MAC Table
=VLANSs P ;
ort Ingress Ingress Egress Allowed Forbidden
»Port Isalation Port | Mode Port Type ngre g gres
VLAN Filtering Acceptance Tagging VLANs VLANs
=Loop Protection =< - 1 <& - | <5 v & - 1
¥Spanning Tree 1 Access - 1 [C-Port Tagged and Untagged - | Untag Port VLAN
:!:;.S 2 Access v 2| |C-Port Tagged and Untagged Tntag Fort WLAN
MGMP Snooping 3 Access - 3 [C-Fort Tagged and Untagged - | Untag Port VLAN
=LLDP 4 Apoess w 1 |C-Fort Tagged and Untagged Untag Port WLAN
»Security Configure 5  fccess - 1 |C-Fort Tagged and Untagged ~ | Untag Port WLAN
»GoS Configure 6 hccess - 1 |C-Port Tagged and Untagged ~ | Untag Port WLAN
7  Access w 1 |C-Port Tagged and Untagged Tntag Fort WLAN
»Diagnostics
& Access - 1 [c-Port Tagged and Untagged + | Untag Port VLAN
Vikai
falnenance 9 hecess v 1 |cPort Tagged and Untagged v | Untag Port WLAN
10 hocess w 1 |CFort Tagged and Untagged + | Untag Fort VLAN

C. Configure Switch A to router mode, set IP, VLAN1:192.168.1.1, VLAN3: 192.168.3.1
And Configure static router IP

Click “Network Admin - IP”, then input value and click “save”, as below:

pinformation & Status

g IP Configuration

Mode | Router ¥
=NTP DNS Server | No DNS server v
= Timezone
»SNMP DNS Proxy
= SysLog IP Interfaces
pPort Configure P DHCE i 7 |
Lis ) Heinte ‘ b }Tinable [ Fallback [ Current Lease | Address [ Mask Length |
pAdvanced Configure ] 0 192 168.1 1 24
p Security Configure ! S — . =
»QoS Configure Delete | 3 0 192.168.3.1 24
pDiagnostics L
pMaintenance =7Add IEETE il
IP Routes
Delete | Network [ Mask Length | Gateway [ Next Hop VLAN
| Delete |[192.168.2.0 | |24 | 192.168.3.2 | 0
| Add Route |

D. Configure Switch B to router mode, set IP, VLAN1:192.168.2.1, VLAN3: 192.168.3.2
And Configure static router IP

Click “Network Admin - IP”, then input value and click “save”, as below:



pInformation & Status .
IP Configuration

[=IF ] Mode [Router v
'_lrt'TF' DNS Server | No DNS server v
= [IMmezZone
»SNIMP DNS Proxy
= SysLog IP Interfaces
pPort Configure {Pva DHCP | [Bva |
Ll ) Pl ‘ i }7Enable | Fallback | Current Lease | Address | Mask Length |
pAdvanced Configure ] 0 192,168 10.1 2
» Security Configure —— . —
»Qos Configure Delete 2 ] 192.168.2.1 ._2-%
»Diagnostics | Delete | | 3 0 |192.168.3.2 | 24
pMaintenance i i )
L Add Interfac e |
IP Routes
Delete | — Metwork — [ MaskLength| — Gateway— [ NextHop VLAN
;__D__eI_e_‘Ef:_ 192.168.1.0 24 192.168.3.1 |0
I_Add Route |

. Reset ',

3. Configure IP, mask and gateway of PC1, same setting way for PC2.
Click “ local connection - properties - TCO/IPV4 - properties - confirm”

Internet HHYMEZ 4 (TCP/IPva) B 2

et L R

) BEhE#iS IP it 0)
@ {ERATmEA IP Mt

IF Mk 1d: 192 168 . 1 . 10
FhodfRERs () : FE5 . F55 .FS5 . O
BhiARdE (D 192 168 . 1 . 1

Bz I8 ARSSHL (B
© #FRA T @AY 0¥ RSt ()
Ei& DN fAR%EE (P

B DS AR (A

CHRHATSIER T (L) =R . .

| GRE || EE |

4. Testing the communication result between PC1-PC2.



Case 3 VLAN Configuration

To enable the link between Switch A and Switch B to support user communication under
VLANZ2 and user communication under VLAN3, you need to configure the connection
interface to add two vlans at the same time. Namely the Ethernet interface ge1/3 of switch
A and Ethernet interface ge1/3 of switch B should be added in VLAN2 and VLANS3 at the

same time.
1. Topology
gel/3 gel/3
Switch A SwitchB
gel/1 gel/2 gel/1 gel/2
PC1 PC3 PC2 PC4
VLAN2 VLAN3 VLANZ VLAN3

2. Configuration step of switch
A. Create VLAN2 and VLANS in Switch A and add the user's connection interface into
VLAN respectively, and set ge1/3 to the trunk mode. Click the "Advanced Configure >
VLANSs", enter the "VLANSs" interface, fill in the corresponding configuration items, click
"SAVE" to complete the configuration. The same configuration way for Switch B. See as
below:

dinformation & Status 5
RS Global VLAN Configuration

»Port Configure Allowed Access VLANs |13
»PoE Ethertype for Custom S-ports || 32A8

=T o]1= Port VLAN Configuration

Port Ingress Ingress Egress Allowed Forbidden
23] ‘ Mode | yvian | Port Type | Filtering Accey Tagging VLANs VLANs
= Loop Protection * [ e = W v @ & ¥
»Spanning Tree =
< MEF 3/ Access ¥ 2| ||C-Port
=ERPS 2 ||Access ¥ 3| [|c-Port
HIGMP Snooping 3 (| Trunk v 1| ||C-Port v | [1-4095
«LLDP 4 TAccess ¥ 1[] c-Port
»Security Configure 5 Access ¥ 1| [C-Port
>Q_05 Conf_igure 6 _Ac:ess A 1| | C-Port
::“?:05"“ 7 Access v 1| | C-Port
laintenance
8 |Access ¥ 1] | C-Port
9 |Access ¥ 1| | C-Port
10 |Access v 1] | C-Port

‘ fexet]

B. Testing configuration result

Configure PC1 and PC2 into a same network segment, such as 192.168.100.0/24;
Configure PC3 and PC4 into a same network segment, such as 192.168.200.0/24.

PC1 and PC2 can ping each other, but they cannot ping PC3 and PC4. PC3 and PC4 can
ping each other, but they can't ping PC1 and PC2.

8



Case 4 QINQ Configuration

There are two enterprises in the network, enterprise 1 has two branches, and enterprise 2
has two branches. The network of each of the two enterprises is connected to the Switch
A and Switch B in the operator network respectively, and there are other manufacturers in
the public network, and the TPID value of the outer VLAN Tag is 0x9100.

Now it needs to be realized:

® Set independent division of VLAN for enterprise 1 and 2, both cant influence each
other.

® Data transparent transmission between two branches of each enterprise.
Intercommunication for same business, isolation for different business.

It can be achieved through configuring QinQ to above demands. Using the VLAN100
provided by the public network to enable the enterprise1 to intercommunicate with each
other. Using the VLAN200 provided by the public network to enable enterprise 2 to
intercommunicate with each other. And separate different enterprises from each other. By
configuring the TPID value of QinQ outer VLAN Tag on the interface connect with the
device of other manufacturers to achieve the intercommunication with other
manufacturers equipment.

ISP

VLAN 100,200
TPID=0x9100

0l swichs

Switch A ol
GE0/0/2

Configuration Idea

1. VLAN 100 and VLAN 200 both in switch A and switch B, configure the interfaces
connected network services to QinQ type, and add into VLAN respectively. It enables
different services add different outer layer VLAN Tag.

2. Configure interface connected with public network added into corresponding VLAN
in switch A and switch B. And enable traffic communication between VLAN 100 and
200.



3. Configure TPID value of outer layer VLAN tag of interfaces connected with public
network in switch A and switch B, enable communication with other brand equipment.

Configuration Steps

1. Create VLAN
#Create VLAN 100 and VLAN 200 in switch A

Finformation & Status

#Network Admin
»Port Configure

Global VLAN Configuration

[Allowed Access VLANs || 100200] ‘

423 | Ethertype for Custom S-ports | 8348
wAdvanced Configure

= MAC Table Port VLAN Configuration

Ethernet Services
Port Ingress Ingress Egress Alle

Port ‘ ez ‘ viaN | PotT¥Pe | Eijtering |  Acceptance Tagging VL

MPortisolation s - v ¥ n v <> Y|

»Spanning Tree

v
FIPMC Profile d pocess .
v v

el 2 [Access 7| | 1

=ERPS 3 |Access v ’ 1

IGMP Snooping 4 [Access v - 1

MPVE MLD Snooping 3 Access ¥ . ;

=LLDP 6 [Access v * 1
» Security Configure 7 |Access v g 1
QoS Configure 8 Access ¥ " 1
}Dla-gnns(ms 9 Fm——— 1
»Maintenance

10 [Access v v 1

[Save || Reset |
#Create VLAN 100 and VLAN 200 in switch B, same as above.
2. Configure the interface type to QionQ

#Configure interface GE0/0/1 and GEO0/0/2 to QinQ type in switch A. And outer layer tag of
GEO0/0/1 is VLAN 100, outer layer tag of G0/0/2 is VLAN 200

rinformation & Status .
»Network Admin Global VLAN Configuration

»Port Configure Allowed Access VLANs 1,100.200
»PoE Ethertype for Custom S-ports | 28A8

wAdvanced Configure

= MAC Table Port VLAN Configuration
hemne grvices -
Port Ingress Ingress Egress Allowed Forbidden
Port | Mode ‘ VLAN | PortType | pipering Accep Tagging VLANs VLANs
»Port Isolation S = 100] [ <> v <> v <> ¥ | [1-4095
»Spanning Tree = =
MPHIC Profile 1 Hybrid v WDDI v Tagged and Untagged v || Untag Port _VLAN T 1—-509-_5
“MEP 2 Hybrid v 200| v Tagged and Untagged ¥ || Untag Port VLAN v | (1-4095
.ERPS 3 |Access ¥ 1 [C v ’ T I Al v [
#IGMP Snooping 4 |Access ¥ 1 L 1
MPVE MLD Snooping 5 [Access ¥ 1 7 1
=LLDP 6 |Access ¥ 1f [ C s 1
»Security Configure ¥ [ Acpessim 1 [CPort = 1
»QoS Configure 8 Atasa 1 = 1
>Blargnostlcs 9 T ] - ]
»Maintenance
10 |Access ¥ 1 1

Save || Reset |

#Configure interface GE0/0/1 and GEO0/0/2 to QinQ type in switch B. And outer layer tag of
GEO0/0/1 is VLAN 100, outer layer tag of G0/0/2 is VLAN 200

3. Configure switch interface connected with public network

#Configure switch A's interface GE0/0/3 added into VLAN 100 and VLAN 200. Same
configuration step for switch B.
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»information & Status
pNetwork Admin
»Port Configure

Global VLAN Configuration

Allowed Access VLANs 1,100,200
Ethertype for Custom S-ports | 2848

»POE
wAdvanced Configure
= MAC Table Port VLAN Configuration
hEherE (e Port| Mode Port Port Ty Ingress Ingress Egress Allowed Forbidden
KL VLAN YP€ | Filtering Acceptance Tagging VLANs VLANs
* <> v 100| | <> v <> MR ¥ | [1-4095
5| i
L;;gl‘:gm:e 1 Hybrid 100 | Unaware x. Tagged and Untagged ¥ | Untag Port VLAN ¥ | 1-4095
et 2 Hubrid v 200 | inaware v Tagged and |intagged v || intag Port VI AN v | 14006
=ERPS I 3 |Hybrid v 1/ | S-Custom-Port ¥ Tagged and Untagged v | Untag Port VLAN ¥ | 1,100,200 I
PIGMP Snooping 4  |Access ¥ 1| | C-Port v s Ta v || Unt. v
»IPVE MLD Snooping 5 [Access v 1| [cP v 1
=LLDFP 6 |Access v 1 v 1
» Security Configure 7 Actess ¥ 1 - v
»QoS Configure 3 Access ¥ 1 = 1
)Dia-gnosllcs 9 Access ¥ 1 v 1
»Maintenance
10 |Access ¥ 1 v 1

Save || Reset |

4. Configure TPID value of outer VLAN tag, same configuration for switch B.

rinformation & Status = &
i Global VLAN Configuration
»Port Configure [Allowed Access VLANs [ 11,100,200 |
rEoE | Ethertype for Custom S-portd | 5100 |
wAdvanced Configure
= MAC Table Port VLAN Configuratiol
JEREREIS e Port| Mode Port Port T, Ingress Ingress Egress Allowed Forbidden
VLAN YP® | Filtering Acceptance Tagging VLANs VLANs
»Port Isolation P fr3 100] [ <> v <> v | <> v | 1-4095
S| T
:‘Pp;gn'\;rlgmgﬁe 1 Hybrid v 100 | Unaware v Tagged and Untagged v | Untag Port VLAN v | |1-4095
i 2 Hybrid ¥ 200 | Unaware v Tagged and Untagged ¥ || Untag Port VLAN ¥ | 1-4035
«ERPS 3 [Hybrid v 1/ [S—Custom-Port v Tagged and Untagaed ¥ || Untag Port VLAN ¥ | [1.100 200
HIGMP Snooping 4 [Access v 1 [c it v 7 1
»IPVE MLD Snooping 3 Access ¥ ; 1
=LLOP 6 [Access v ¥ 1
» Security Configure 7 Access ¥ 1
QoS Configure 8 Aieas v =
pDiagnostics 9 T 7
#Maintenance 10 A = 7
ccess
[Save ][ Resat

5. Testing configuration result

Test if APC in any VLAN of any branch in enterprise 1 can ping the PC in the same VLAN
of any branch in enterprise 1. It indicates that it can intercommunicate in enterprise 1.
Test if APC in any VLAN of any branch in enterprise 2 can ping the PC in the same VLAN
of any branch in enterprise 2. It indicates that it can intercommunicate in enterprise 2.
Test if APC in any VLAN of any branch in enterprise 1 can ping the PC in the same VLAN
of any branch in enterprise 2. If it cant, the communication isolated between enterprise 1
and enterprise 2.

Case 5 Port Isolation

Definition of port isolation: there is no communication between the same isolation group
PC1, PC2 and PC3 belong to VLAN10. Users hope that PC1 and PC2 will not be able to
access each other in VLAN10, PC1 and PC3 can be accessed from each other, and PC2
and PC3 can be accessed from each other.

1. Topology
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PC1
10.10.10.1/24 10.10.10.2/24 10.10.10.3/24

Switcha

VLAN1O

2. Configuration step of switch
A. Create VLAN10 to determine the VLAN of the PC. Click the "Advanced Configure >
VLANSs", enter the "VLANs" interface, fill in the corresponding configuration items, and
click "SAVE" to complete the configuration, as below.

PeS

Yinformation & Status
¥ Network Admin

¥ Port Configure

¥ PoE

¥ Advanced Configure
= MAC Table

PPort Isolation

= Loop Protection
»¥Spanning Tree

=MEP
=ERPS
PIGMP Snooping

=LLDP
¥ Security Configure
»Qos Configure
¥ Diagnostics

FMaintenance

Global VLAN Configuration

[ Allowed Access VLANs

[ -0 |

‘ Ethertype for Custom S-ports ‘ BBAS

Port VLAN Configuration

pon] Mode [pim Pontwe |me| rae | mme | Amed | romee
= o - 1o - ] < - O
1 horess - 10/ [C-Fort Tagged and Untagged ~ | Untag Fort VLAN
2 hocess ~ 10 [c-Port Tagged and Untagged «| Untag Port VLAN
3 hocess ¥ 10 [c-Port Tagged and Untageed | Untag Fort VLAN
4 hocess ~ 1 [c-Port Tagged and Untagged «| Untag Port VLAN
5 hocess 1 [c-Fort Tagged and Untagged | Untag Port VLAN
6  hocess « 1 [c-Fort Tagged and Untagged | Untag Fort VLAN
7 hocess + 1 [cPort Tagged and Untagged «| Untag Port VLAN
8 hocess « 1 [c-Fort Tagged and Untagged | Untag Port VLAN
9 hocess ~ 1 [c-Port Tagged and Untageed « | Untag Port VLAN
10 hcoess = 1 [c-Port Tagged and Untageed | Untag Port VLAW

B. Configuration ge1/1, ge1/2 Port Isolation function, click the "Advanced Configure >
Port Isolation > Port Isolation", and enter the "Port Isolation", through selecting ge1
Port / 1, ge1/2 to set Isolation group, click the "Save" to complete the configuration, as

below.
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Minformation & Status

Port Isolation Configuration
»Network Admin

¥Port Configure : Port Number
1[2[3[4]5[6[7][8]09[10
" PoE R EEEEEEEE
‘|'A-:I1.ranced Configure |
= MAC Table | Save | | Reset

= VL ANS

wPort [solation

= Port Group
= Port [solation
= | pop Protection

FSpanning Tree

= MEP
= ERPS
FIGMP Snooping

u| | OP
¥ Security Configure

*Qos Configure
}Diagnostics

*Maintenance

C. Testing configuration result

# PC1 and PC2 cant ping with each other
# PC1 and PC3 can ping with each other
# PC2 and PC3 can ping with each other

Case 6 Static Aggregation

As shown in the figure below, Switch A and Switch B is connected with the network of
VLAN10 and VLANZ20 respectively via Ethernet link, and there is a large data traffic
between Switch A and Switch B. If users want that there is greater link bandwidth between
switch A and switch B to enable communication between each other in the same VLAN.
At the same time, it is able to provide some redundancy to ensure the reliability of data
transmission and link.

1. Topology

13



Eth-Trunk
gelis gel/1 Faa Y Eelf:l gel/4
i gel/2 el/2 H
SwitchA @2“—_133 — ge—llﬁ@SwmchB
7
gel/5 gel/5

2. Configuration of Switch

A. Create the eth-trunk interface of switch A and add sub interface, aiming to increase
the link bandwidth. Same configuration for the switch

B. Click "Port Configure > Aggregation > Static", and enter the "Static”, then select all of
the load sharing mode and the group ID" 1 ". Select required Aggregation port -ge1/1, 2,
gel1/ gel/3, click the "Save", as shown in the figure below.

14



¥ information & Status

Aggregation Mode Configuration

FNetwork Admin

Hash Code Contributors
= Ports Source MAC Address ]
::;Eit!jr;atinn MAC Address E
[ = Static_| ress il
:fﬁ; TCP/UDP Port Mumber &
= [irroring

= Thermal Protection

= Green Ethernet

Aggregation Group Configuration

»PoE Port Members
GroupID [1]2[3|4]s5[6|7]8]9[10
¥ Advanced Configure Mnormal S G S @ e e e e e @
= MAC Table 1
niLAMNS

wPort Isolation

= Port Group
= Port |solation

= | pop Protection o o B L S

FSpanning Tree
= MEP )

=ERPS
FIGMP Snooping

a| | P
} Security Configure

[ TR <SR S R % |

*QoS Configure
*Diagnostics

M Maintenance

C. Please check case 3 for the reference of VLAN configuration
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Case 7 LACP Configuration

Ethernet Switch A USES three ports (GE1 ~ GE3) to aggregation

Then adding the Switch B, to ensure load sharing among sub ports.

In the actual configuration below, dynamic convergence is used for reference.
1. Topology

Switch A

Link aggregation ——»{_ D

Switch B

2. Configuration Step of Switch
A. Create the eth-trunk on the Switch A and configure it to be LACP mode, and set the
system priority to 100 for the Switch A, making it LACP active terminal. Click "Port
Configure > Aggregation > LACP", enter "LACP", select the Port ge1/1, ge1/2, ge1/3,
select key "auto", select the role "Active", select Timeout "Fast" and click "Save" to
complete the configuration. Shown in the figure below.

finiomnaitn & o LACP Port Configuration
FNetwork Admin
~Port Configure Port | LACP Enabled] — Key | Role [ Timeout| Prio
s Dorts * Il oy - < - L4 - 32768
¥ Aggregation 1 7 buta - hotive - Fast - 100
= i 2 [ Auto - botive - Faszt = 100
2
—n 3 Auto - Aotive - Fast = 100
= Mirroring
= Thermal Protection 4 =1 Auto - betive  w Fazt = 32768
B cu buome 5 = frto = Active w  Fast - 32768
AnE 6 ] huto - dctive +  Fast » 32768
¥ Advmncor Longius 7 B iuto . Active ~  Fast - 32768
* MAC Table 8 | St Acti Fast 32768
«VLANS [ uto - ctive ast -
+Port Isolation 9 ] buate - beotive - Faszt = 32768
= Port Group 10 ]} Auto - Active - Fast = 32765
= Port Isolation
= Loop Protection ISave | | Rezet
»Spanning Tree “—| —J

= MEP

=ERPS

HGMP Snooping
=L DP

¥ Security Configure
*QoS Configure
FDiagnostics
*Maintenance
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B. The Switch B configuration process is similar to the Switch A, with the priority default
32768, which makes it LACP passive end. Click "Port Configure > Aggregation >
LACP", enter "LACP", select the Port ge1/1, ge1/2, ge1/3, select key "auto", select the
role "Passive", select Timeout "Fast" and click "Save" to complete the configuration.
Shown as below

b p
e CmEon & Sakie LACP Port Configuration
PNetwork Admin
*Port Enuﬂgm‘.el Port | LACPEnabled|  HKey | Role | Timeout| Prio | |
P - 7 &y - o - < - 32768
"AQQ'QQ"‘.TW-" 1 7 Auto - Paggive =  Fast = : foﬁ
'sl‘.i.t."‘?. = 2 % Aute - Passive ~ Fast = 100
= LACP -
U e 3 7 huto - SR ~  Fast + 100
= Thermal Protection 4 Auto - hotive - Fazt = JzTee
= Green Ethemel 5 uto - Active =~  Fast - 32768
YPoE 6 Mte - Active ~  Fast = 32166
*Advanced Configure 7 Auto - hetive - Fast = 32768
. At 8 But Acti Fast 32768
T - ctlve - as -
= VLANS
wPort Isolation 9 Auto - Active v Fast = 32788
= Port Group 10 Auto - Active - Fast = 32768
= Port Isolation
= Loop Prolection (Save | [Reset |
»Spanning Tree D i -
= MEP
=ERPS
MGMP Snooping
= DP
¥ Security Configure
PQoS Configure
PDiagnostics

PMaintenance
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Case 8 STP/ RSTP/ MSTP Configuration

STP (Spanning Tree Protocol) is designed to reduce link failures on the network and
prevent loops from providing protection to the network. In complex structural networks it is
easy to generate an unconscious loop storm. The switch's MSTP function is enabled by
default. The switch supports three versions of generation tree protocol: STP, RSTP, and
MSTP. In the following figure, the four switches have the same priority, all of which are
32768. Enable the generation tree protocol to block a port, making the loop a tree

structure.
1. Topology
Switch A Switch B
gel/1 gel/l
MAC Address:
gel/2 gel/2 A<B=C<=D
gel/2 gelf?

gel/l ge
Switch C Switch D

PC1 PC2

2. Switch Configuration

A. Enable STP under global mode for switch A. Click the "Advanced Configure >
Spanning Tree > Bridge Settings", and enter "STP Bridge Configuration", users can
choose MSTP, RSTP or STP. Same configuration step for switch B, switch C, switch D.
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PInformation & Status

STP Bridge Configuration
PNetwork Admin

= Ports Protocol Version MSTP x
v Aggregation Bridge Priority [sTP
RSTP
o Forward Delay
= ACP Max A 20 [
ax Age
= Mirroring = =
= Thermal Protection Mesaumion ouny 0
= Green Ethernet Transmit Hold Count | &
PPoE

¥Advanced Config ‘

= MAC Table

Save | | Reset
i) Gama) |iinsas)
+Port Isolation

= Port Group
=Port Isolation

= Loop Protection

w Spanning Tree
= Bridge Settings

= MSTI Mapping
= MSTI Priorities
= CIST Ports
=MSTI Ports

=MEP
=ERPS
MIGMP Snooping

=LLDP
¥ Security Configure
FQoS Configure
PDiagnostics

PMaintenance

B. Enable the STP function of PORT1 and PORT2. Click "Advanced Configure >
Spanning Tree > CIST PORTS", enter "STP CIST PORT CONFIGURATION", click
PORT1 and PORT2. Same configuration step for Switch B, Switch C and Switch D.

AT STP CIST Port Configuration
PNetwork Admin

¥Port Configure | CIST Aggregated Port Configuration
«Ports STP i = Restricted Point-to-
Port| - %, Path Cost Priorit Admin Edge | Auto Edge BPDU Guard =
~Aggregation ‘ ity ‘ 9 9¢ Role [ TCN point
= Static & | = ‘ Auta - 128 = NonEdge ~ @ [ ] ] Forced True =~
=LACP I i
= Mirroring = =
iTaial Protecton B C/ST Normal Port Configuration
L - Restricted int-
= Green Ethernet Path Cost Priority | Admin Edge | Auto Edge BPDU Guard | P ointto-
i Role | TCN point
& - B o - ® ] [&] 5] < -
vAdvanced Configire
T futo - 128 - NonEdee ~ el ] o i futo e
= VLANSs Auta - 128 - Nor-Edze v ™ =] [} [} Auto -
Port Isolation 3 Bl fute = 128 - Now-Edge @ il E El Auto .
ey 1 B futo - 128w NomEdge @ ] [} [} futo E
=Port Isolation
A - @ - o A
= Loop Protection 3 &l futo =z 128 - Non-Edge ~ el B ] | futs ]
~Spanning Tree 6 B futo - 17 - NonEdes + @ ] ] i kuto -
= Bridge Settings 7 B Auto - 128 - Non-Edge = @l ] ]} ] Auto b
*MST! Mapping ] A 128 Hon-Eds I ] ] B o
= VISTI Priorities 8 0O ot ¥ # on-Edge - il B @O ] uto -
=CI5T Ports 9 futo - 123 v Nou-Edge el ] B il Aato -
*MSTI Ports 10 fute - 128 - NowEdge ~ Ei] ] [} ) futo -
=MEP
=ERPS
MGMP Snooping
=LLDP
»Security Configure
»QoS Configure
»Diagnostics

PMaintenance

3. Testing configuration result. The port 1 of switch D is blocked. The network structure is
tree type.
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Case 9 MSTP multi-instance mapping VLAN configuration

Enable MSTP for switch A, switch B, switch C and switch D. To realize the load sharing of
VLAN10 and VLAN20, MSTP introduces multiple instances. The MSTP can set up the
VLAN mapping table, associating the VLAN with the STP instance, instance 1 mapping to
VLAN10, instance 1 mapping to VLAN20. And the switch defaults to instance 0.

1. Topology

Switch A Switch B

gel/1 gel/1
MAC Address :

gel/2 gel/2  A<B<C<D
gel/2 gel/2
gel/l gelﬁ@
Switch C Switch D

PCl PC2
MSTI: MSTIZ:
vian10 vlan20
O Root Switch:SwitchA O Root Switch:SwitchB
X Blocked port X Blocked port

2. Switch Configuration

A. Configure the L2 forwarding function of the device in the looped network, and create
VLAN10, vlan20, on the Switch A, Switch B, Switch C and Switch D. Set the switch port
connected with lopped network to Trunk mode, click "the Advanced Configure > VLANs",
enter “VLANSs”, fill in the corresponding configuration, click the "SAVE" to complete the
configuration, as shown in the figure below.
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rinformation & Status
#Network Admin

Global VLAN Configuration

»Port Configure
»PoE

Allowed Access VLANs 1-20
Ethertype for Custom S-poris | 88A8

wAdvanced Configure

= MAC Table

Port VLAN Configuration

m Port Ingress Ingress Egress Allowed Forbidden
_;p*‘;r:t“e”c':mn Hoet ‘ Mors ‘ viay | PortType Fillgering | Acoeg@noe | T_angi_ng VLANs VLANs
»Spanning Tree ' d ' = M i
“MEP 1 Trunk v 1 ’ v || Tag All v | [1-4095
=ERPS 2 [Trunk v 1 I ¥ | Tag All ¥ | 1-4095
MIGMP Snooping 3 Access ¥ 1 1 ), 1
=LLDP 4 [Accessv|| 1 v 1 i
» Security Configure 5 Access ¥ 1 - 1 1
»QoS Configure 6 |Access v 11 ¢ v v |l 1
PDiarﬂnostics 7 T T - . .
»Maintenance 3 [Access ¥ 7 7 - Y 7
9 |Access v 1 4 Untag Port VLAN | |1
10 |Access v 1 o v || Untag Port VLAN v | |1

“ Reset |

B. Enable STP under global mode for switch A. Click the "Advanced Configure >
Spanning Tree > Bridge Settings", and enter "STP Bridge Configuration”, click MSTP.
Same configuration step for switch B, switch C, switch D.

Finformation & Status
FNetwork Admin
*Port Configure
= Ports
wAggregation
= Static
= ACP

= Mirroring
= Thermal Protection
= Green Ethernet

»PoE
*Advanced Configure |

STP Bridge Configuration

mm DBasic Settings

Maximum Hop Count | 0
Transmit Hold Count | 6

Protocel Version MSTP
Bridge Priority 32vaa
Forward Delay 15
Max Age 20

= MAC Table
=VLANs
wPort Isolation

= Port Group
= Port Isolation

= L oop Protection

= MSTI Mapping
= MSTI Priorities
= CIST Ports
= MSTI Ports

=MEP
sERPS
MGMP Snooping

=LLOP
FSecurity Configure
»QoS Configure
FDiagnostics

PMaintenance

Reset |

C. Enable the MSTP function of PORT1 and PORT2. Click "Advanced Configure >
Spanning Tree > CIST PORTS", enter "STP CIST PORT CONFIGURATION", click
PORT1 and PORT2. Same configuration step for Switch B, Switch C and Switch D.
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¥Information & Status STP CIST Port Configuration
PNetwork Admin

~Port Configure B CIST Aggregated Port Configuration
»Ports STP e =~ Restricted Point-to-
et Port Enabled Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard point
= Static 5 = ‘ futa - 128 - Non-Edge ~ ® E Fl | Forced True v
=LACP I
=Mirroring - -
sl Brotection m CIST Normal Port Configuration _
= Green Ethernet Port | _STP Path Cost Priority | Admin Edge | Auto Edge —Restricted | popy; giarg | Pointto-
e Role [ TCN point
: IFil < - o . < - ® | m ] o -
¥Advanced Configure — —
R 1 el futa - 128 « Non-Edge @ Fl Fl I futo -
«VLANSs 7l futa - 128 - Non-Edge + ® ] E ] futo -
~Port Isolation 3 Fl futa - 138 - Non-Edge @ ] ] Fl futo -
RN Glotp 4 B Aute = 128 - Non-Edge 7| B &} =} Auto -
=Port Isolation — — — — —
= Loop Protection 5 1 Auto - 128 - NomEdge + @ B il ) Auto %
wSpanning Tree B = Auto - 128 - Non-Edge ~ ] B (] =] Auto -
=Bridge Settings 7 @l Auto - 128 Nou-Edge + i Gl ] = Auto -
=MSTI Mapping = N 178 NowEd = E = = g
* STl Priorities & B ate - - on-Edge - @ | ] uto -
= CIST Ports g i Auta - 128 ~ Nom-Edge ~ @ [F ] = Anto -
=MSTI Ports 10 B Auto - 128 - Non-Edge w @ ] ] ] Auto -
=MEP
=ERPS
MIGMP Snooping |
=LLDP
»Security Configure
»QoS Configure
PDiagnostics

Maintenance

D. Configure switch A’s instance MSTI1 and MSTI2, MSTI1 mapping vlan10, MSTI1
mapping vlan20. Click "Advanced Configure > Spanning Tree > MSTI Mapping", enter
"MSTI Mapping" only, Set to same of the Configuration Name and Configuration
Revision. Set MSTI1 Mapping to VLAN10, MSTI1 Mapping to VLANZ20, click the "save".
Same configuration step for switch B, switch C and switch D. Shown as below.

*Information & Status MSTI Configuration
¥Network Admin
.lP Add VLANs separated by spaces or comma.
i Unmapped VLANs are mapped to the CIST. (The default bridge instance
=Timezone PP PP < g )
PSHNMP
= SysLog ym Configuration |dentification
PPort Configure Cenfiguration Name mstp
Configuration Revision | ©
PPoE

wAdvanced Configure

=MAC Table
=V ANs
»Port Isolation MSTH

=Loop Protection 20 =
wSpanning Tree MSTI2 -
= Bridge Settings =
= MSTI Mapping MSTI3 =

= MSTI Priorities

MSTI VLANs Mapped
10 -

= CIST Ports MSTI4 %
= MSTI Ports
«VIEP MSTIS >
=ERPS »
PIGMP Snooping MSTIB 3
=LLDP
) MSTI7
¥ Security Configure ¥

»QoS Configure
PDiagnostics Save ||| Rezet

PMaintenance

E. Configure root bridge and root bridge backup of MSTI 1 and MSTI 2 under MSTP. Set
switch A as the root bridge of MSTI 1 and switch B as the back root bridge of MSTI 2.

When configuring switch A, set the priority level of MSTI 1 to 0 and priority level of MSTI 2
22



to 4096. And when configuring switch B, set priority level of MSTI 1 to 4096 and priority
level of MSTI 2 to 0. Click "Advanced Configure > Spanning Tree >MSTI| Mapping", enter
"MSTI Mapping", fill in the corresponding parameters, click "save". Shown as below

Pinformation & Status

*Network Admin
=P
= NTP
= Timezone
FSHMP
= Syslog
»Port Configure

PPoE

wAdvanced Configure

s MALC Table
= VLANS
pPort Isolation

= | pop Protection
w+Spanning Tree

= Bridge Settings
= M5TI Mapping
| «MSTI Priorities |
= CIST Ports
=M STl Ports
= MEP
= FRPS
HGMP Snooping

=LLDOP
¥ Security Configure

»QoS Configure
*Diagnostics

PMaintenance

MSTI Configuration

mm MST1 Priority Configuration

MSTI | Priority
. SCRR
CIST 32768 ~
MSTIH © -

MSTIZ 4096 -
MSTI3 32768 -
MSTI4 32768 -
MSTIS 32768 -
MSTIE 32768 -
MSTIY 32768 -

SwitchA
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PInformation & Status MSTI Configuration
*Network Admin

2l m MST! Prionty Configuration
= MSTI | Priority
= Timezone N s -
PSHNMP
oop CIST J2768
= SyslLo
o MSTI1 4096 -
»Port Configure
MSTI2 O -
r
fin MSTI3 32768 -
wAdvanced Configure MSTI4 52768 <
" MAC Table MSTI5 32768
= VLANs
»Port Isolation MSTIE 32768 -
= |oop Protection MSTIT 32768 -

+ Spanning Tree
= Bridge Settings
Save | | Reset
= STl Mapping
| =MSTI Priorities |

= C|ST Ports .
= MSTI Ports SwitchB
= MEP

= ERPS
MGMP Snooping

= [OP
»Security Configure

»QoS Configure
PDiagnostics
»Maintenance

F. After above configuration, the network structure would be tree type.
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